Setup of the OKTA OIDC platform on Landslide for User Authentication.

See Admin -> Server Settings (User Authentication)

#1. Create a new application with OIDC and native application type:

Create a new app integration

Sign-in method

Learn More (2

Application type

What kind of application are you trying to integrate
with Okta?

Specifying an application type customizes your
experience and provides the best configuration, SDK,

and sample recommendations.

© OIDC - OpenlD Connect

Token-based OAuth 2.0 authentication for Single Sign-On (SSQO) through API
endpoints. Recommended if you intend to build a custom app integration with
the Okta Sign-In Widget.

SAML 2.0
XML-based open standard for S50. Use if the Identity Provider for your
application only supports SAML.

SWA - Secure Web Authentication
Okta-specific SSO method. Use if your application doesn't support OIDC or
SAML.

API Services
Interact with Okta APls using the scoped OAuth 2.0 access tokens for
machine-to-machine authentication.

Web Application
Server-side applications where authentication and tokens are handled on the
server (for example, Go, Java, ASP.Net, Node.js, PHP)

Single-Page Application
Single-page web applications that run in the browser where the client receives

tokens (for example, Javascript, Angular, React, Vue)

Native Application
Desktop or mobile applications that run natively on a device and redirect users

to a non-HTTP callback (for example, i0OS, Android, React Native)

In this example, MyApplication is used as the application name to store the Client ID and Client

Secrets :



Select Client secret for Client authentication :

« Back to Applications

MyApplication

@ |

| Active ¥

| 8. | View Logs

General Sign On Assignments Okta APl Scopes
Client Credentials Edit
Client ID Ooa6ozislljGy6S4wsdT = i—
Public identifier for the client that is required for all OAuth
flows.
Client authentication MNone

Client secret A"‘
Public key [ Private key

Proof Key for Code Exchange (PKCE) Require PKCE as additional verification

CLIENT SECRETS

Generate new secret ‘

Creation date Secret Status

Sep 30, 2022 I Iy o E:.. /‘—'"—-

Select Resource Owner Password for Grant Type :



General Settings

APPLICATION

App integration name MyApplication

Application type Mative

Grant type Client acting on behalf of a user
Authorization Code
Interaction Code
Refresh Token
Resource Owner Password
SAML 2.0 Assertion
Device Authorization
Token Exchange
Implicit (hybrid)

Refresh Token

Refresh token behavior Rotate token after every use

Use persistent token

USER CONSENT

User consent @ Require consent

Terms of Service URI @

Policy URI @

Edit



#2 Create the following groups in the OKTA platform

okta

Dashboard
Directory

People

Groups

Devices

Profile Editor

Directory Integrations

Profile Sources
Customizations
Applications
Security
Workflow
Reports

Settings

Q_ Search...

Groups

All Rules

Advanced search -

Group source type All

Group name

) o landslide-Test-Operator
No description

landslide-Test-Administrator
—0 e
No description

o Everyone
All users in your organization

; o landslide-system-administrator

No description

And assign users to the corresponding groups.

For instance, admin user is assigned to the landslide-system- administrator :

=]

People

0

g
0o

Applicat

0



admin user

barneyliu@hotmail.com

Z Reset or Remove password | ‘ More Actions ¥

5y User b Active View Logs

Applications Groups Profile Devices Admin roles
Groups

Groups
Groups allow you to manage app
assignments and user profile attribu
more efficiently.

Group
Converting Assignments

Everyone & &

All users in your organization Application access and user profile
attributes can be converted from be

|andslide-system-administrator X

individually-managed to group-
managed. You can convert assignme

from an app's Group tab.

Add MyApplication to the Added group.

Enter Security/API to create a new Authorization Servers. You can use the default one as shown
below:

<~ G @ ) https//dev-36144762-admin.oktacom/admin/o Ay owm @ 3 = @
@ g8 vweluestubok.
Oktq 00 okta-dev-36144762
Security ~
API @ Help
General
Healthinsight Authorization Servers  Tokens  Trusted Origins

Authenticators

> ‘ © Add Authorization Server
Authentication

Policies

Name Audience Issuer URI

Global Session Policy default  apis//default https://dev-36)44762.0kta.com/oauth2/default Active P

Profile Enroliment

demo  api:f/demo hupz/,/’de.r—:iﬁmﬂsz.okta com/oauth2/aus60zj5bBEWAQVIUSAT Active ~ P

Identity Providers

Show More
Delegated
Authentication

Networks
Behavior Detection

Device Assurance
Policies

Device Integrations
Administrators

API

Status site Download Okta Plugin

Workflow b4



Enter the new added auth server, add a new claim to allow Landslide to retrieve the information

of user group :

Edit Claim

MName

Include in token type

Value type

Filter @

Disable claim

Include in

user-group
ID Token v Always v

Groups v

Only include groups that meet the following condition.

Starts with  ~ landslide

Disable claim

Any scope
'°' The following scopes:




Validation:

After the above configuration is done, you can use the following postman collection to validate
the configuration :

{
"info": {
" _postman_id": "6005697d-bc93-4c56-9934-9eb92f47ba70",
"name": "okta",

"schema": "https://schema.getpostman.com/json/collection/v2.1.0/collection.json"

h
"item™: [
{
"name": "okta-resource-owner-password",
"request™: {
"auth™: {
"type": "basic",
"basic": [
{

"key": "password",

"value™:
"tgp5a7ybAvduO69whB5rsUsoy6YVINZRWYA20ZDY™",

"type": "string"

"key": "username”,



"type": "string"
}
]
b
"method™: "POST",
"header™: [],
"body": {

"mode": "urlencoded",

"urlencoded™: [

{
key": "grant_type",
value": "password",
type": "default"

h

{

"key": "username",
value": "barneyliu@hotmail.com”,
type": "default

b
{

"key": "password",



h
{
"key": "'scope”,
value": "openid group”,
type": "default”
}
]
h
url™: {

"raw": "https://dev-
36144762.okta.com/oauth2/aus60zj5b85WAQVIusd7/v1/token”,

"protocol”: "https",

"host™: [
"dev-36144762",
"okta",
"com"

1

"path™: [
"oauth2",
"aus60zj5b85WAQVIusd7",
"v1"

"token"



2

"response™: []

okta | okta-resource-owner-password

replace with Your authorization server url

POST ~ https.//dev-36144762.okta.comfoauth2/aus6ozjSbBEWAQVIUSAZ)v1 /token
Params  Authorizatione  Headers (10) Body ®  Pre-request Script  Tests  Settings
Type
SEIRLE ¥ Username DoabozisTiGy6SAwSEd?
The autharization header will be automatically generated when Password

you send the request. Learn more abeut autherization 2

\:\ Show Password

POST v https://dev-36144762.0kta.com/oauth2/ausBoz]5bBEWAQVILSA7 viftoken
Params Authorization » Headers (10} Body & Pre-reguest Script Tests Settings
none form-data @ x-www-form-urlencoded raw binary GraphQL
KEY VALUE
grant_type password
username barneyliu@hotmail.com
password 1234567890qwE
sCope openid
Key Value

Scope associated with claim

Client 1D

Client Sacret



Result:

Body Cookies (2) Headers (24] Test Results @ Staws: 200 0K Time: 1542ms Size: 6.28KE  Save Response v
Pretty  Raw  Preview  Visualize  JSON v = [ Je¥
1 f
2
3
a "access_token”: *eyIraliQi0il0bl12vktTendyR3FwYVo0c3BEZFpQNAFEZ1dFbKZPZIUBZVEECI1XVI1] TiniviienT jo UL MyNTYLED.

&yJ2ZXT101EsImpOaSTEIKFUL dwalZkbl03aHVFMUICVkotTnd1 TDZwWoBQ1 TWIhOURPVGEEN2FGe116akE L LCIpe3Mi0idadHRwe20vL 2R]1 102N IEBNDC2ME Sva3RhLINVbSIVYXVEADIVYXVZNNI6a Vi0DVXQUFUSKU1ZDe1 L CIhdWQi01JheG
k6Ly9kZW1vT iwialiFBTjoxNiV1MzgaMDNzLCI1eHAIOFEINTUZ0DC 2M2Ms TmNpZCT6T{ By TZven 1 zMixqR3K2UZRINWQ3T iwi dWLKT joiMDBINMSELTF yb2pMbFIXHMUWIZDC L CI2Y3AI01 s 1b3B1bml kT iwiZ3 IvdXAIXSwivXVEaFeBak11Tiox
N3Y1MzgBMOM2LCIZdWT10171YXIuZX] saXVARGIBbWFpbCETb201 £,
Eu-T9erEc-Cuollaxam0IKGIOkpLw19kE2gspBokpOit 2VxUhUb - '*hyDI14TBSFBY -USFDT2rday7bEPeMEEa_Hkdete_h83KB289uKBQZInF1-pZEP_nnULINd7XE 0 pK-hhCwERY jeNwivPy

1QEFRTAAV6cP2151Z6N20BXER - XOWKTVOLOSENF O bBCHKP 20X SOhK 2o 97811 Lk 1C! _DM18GONER@LELE isdipspTFHATLXNe5ChKExNS_BONToNE40q wAvx 0XUE_TZOMPHA" ,

“openid group”,

'y I7aliQ1013Qb112Ykt TemdyR3FWYVIDCIBEZFpaNOFEZLdFbKZPZIUBZVE £c21XVi1  TiniYiixnI o dULMYNTYLEQ.
&yJzdWT1i04TwMHUZb3ptMXIvakxsUlexTOVkNyIsInZlciToMmswiaxNzT o yIKZXVEMzYXNDQ3NITub2tavSEib2evhar1dagy L 2F1e2Zvemo1Y g1VaFRVKLINNQST iwd YXVKT{0iMGIhNMI6aX X bGpHETZTNHE1ZDEALCIpYXQ10]
E2N3Uz0DQnMzMs ImVAcCIGMTYZNTHANZY zMywianRpI ioiSUQuZNF: TD16bGX@ZXAZYUICTI QuXaV Z2UTSIsInFteil6ly Ind2QiXSuiaRuIjoiMDBVN iFqenonZEVEUXNRNg1Z0eiL CIhdXRoX3RRLHULOIED
N3UZODQWMZMs ImF@X2hhc2g101T20FpFYUT1SENXIEIXDDVXEVETVFNSTinidXNlcd 1nema1cCTI6ny ISYWEke2XpZEUTo312dGVELIF kbWl uaXNBemF@b3T 100
iEDIEX_weUnLY_jALnSHixapdn-iigHGSCIESe8]3BwtafwT48UENG1UavCeVTEUZTXh EZuBNIB1WQGY5pY TKERFXMUzqchWT 55463 TwUnr1 20938 FByPUSVUTUZIT g2 sXKZN1WAZEI1 1F kxPAPLLO sgVbnhYhehEauBcZAnZ - oV- AXBTty3CHTN
68qmtULZNIN_tckBmnTRKQe33TSLE17sEPnikUIVE_uP7a5haP_ZeBYRWRI£eSSNOUFEWEN{03avUITY20_9271T05VDEk4Ze1vmoo2Kx36YQCdsadheESOX3RILh1gN1y6nEoN{YOVZIFEDAVSFAZDlnddn"

In this example, we put the claim in the ID_TOKEN, if we decode the ID_TOKEN, we get the
user-group claim information.

PAYLOAD: DATA

| "sub”: "BBAubozmlrojLIRWILEdT",
"wer": 1,
"1ss”: "https://dev-
36144762 .okta.com/oauth2 /ausboz J5h85WAQVIuSdT ",
"aud”: "Boabozis1l]GybS4whd7",
"iat”: 1665384833,
"exp”: 1665387633,
"Jt17: "ID.eakhtnX17L9z11tepbaOBL7sx0Art®_EuHBBs7Yge-
M,
“amr”: [
‘pwd

1,

"idp”: "BBob1jzzBdEDOscFx5d7",

"auth_time": 1665384833,

“at_hash”: "68ZEaB5HCWtOWl5gqPmTS

"user-group”: [
‘landslide-system-administrator

WFRIFY SIGMATLIRF



Another way to configure the OKTA Authentication server is to return the user group for
landslide application.

Okta allows several ways to define a claim, we recommend using regex.

Example: define the claim by using regex

Edit Claim

MName user-group

Include in token type D Token Always

Value type Groups

Filter @ Only include groups that meet the following condition.
Matches regex *

Disable claim Disable claim

Include in © Anyscope

The following scopes:

the response WI|| return the user- grouP
124N JBLFSDV S TUIY

USEr-group [

landslide-system-administrator

as



