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To import a Landslide generated TLS secret for viewing in Wireshark, you will need to have the test
server UE info level configured in TS-Admin.

L) : urrent = [-E

~
Main | Other Ethernet DPDK-1 | Wi-Fi | OTA | Time Sync | Routing |

cfguser Password |-uuu H Change ]

TAS resolved by DNS: | coast40 s lab/10.71.31.40 TAS |
Platform [ 0S: | E5-2600 / UBUNTU |

Enable TS Proxy Port: EEEER
Management Port - Dynamic - Using DHCP
Interface Mask Auto Megotiate  Alternate IPvd Address
letho | 255.255.255.0 & | |
P Gateway Speed Alternate IPv4 Mask
0.0.0.0 [0.0.00 | -] | |
Hostname MTU Duplex Alternate |Pvd Gateway
|coastd3 |1500 | -] | |
Local Interface
Pool IP # of IPs Pool IP V& # of IPs V&
143.0.0.1 | 1000000 |2000:4342::4300:1 | 1000000
Data Gen Performance Legacy @ Max Fireball Processes. .

Reserve Resources for: | POLQAPEVQ - | UE Info Level
Enable Remote Test/Auto TS Mode
Backup file created: Wed Mar 06 09:28:38 CST 2019

i
A

Refresh || Backup || Restore | | open | [ Appy | [ Close |
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spirent

On the test session Info tab, select configure and enabled checkbox.

File Settings Logs Reports

Knowledge
Base

Overall State:

| session Buider | Automation Control | Pass/Fail | Port Capture | Reports | Favrites | Infy 1
1

Setup/Live | End of Ter 5 S
Horizontal Scrolling

= 8. uery [ Generate
TestCasq 1)) [IP Application NodeJ 0/1501c0_+ )| UERange | [@
nd

32 (B

i _— - B . 5 . .
%) Edit UE Info Monitoring/Reporting Configuration (Set UE Info Level via TS Config) =5
Monitor Live Report  Live Repart  Live Report
Test Case Instance Emabled =~ Total UEs First UE Total UEs Interval (z)
[IP Application Mode]/ 0 / ts0:tc #UEs: 1 | | 1| 1000| 1| 33 15

[ @avort || @stor || Orun |

After the test run, there will be an info report generated in the test results web page. Choose this link

which will open a Microsoft Excel Spreadsheet.

Q 20-02-17_13.30.07_RID-13__ts0_eth15_capture.pcap
| Q 20-02-17 1330.07 RID-13_ts0_tc0_info_report.csv |

OO O

Q, 20-02-17_13.30.07__RID-13_43461_1_WebRTC_TMO_working.log.txt
Q, 20-02-17_13.30.07__RID-13__43461_1_WebRTC_TMO_working.xls

Failures

Page 2 of 5



Siell(=0lT  TLS Certificate Import into Wireshark

Use the Excel application to select and copy the “COLVALUE” column, “CLIENT RANDOM” cells from the
spreadsheet to the clip board.

A B C D E F G

1 emstivwebR  mm2020130 B 7 0 thomofspeossl Men Fab 17 193 IP-AF
2 uemx LoGTME COLCHAMGED | COLVALUE
E] 1 wsveseETie  UELP i
2 1 i3s3 CLIENT_RATE0
5 1 CLIENT_RANDOH
) 1 CLIENT_RANGOM
7 1 CLIENT_RANDOH
8 1 CLIENT_RANC:
g 1 CLIENT_RANC:
b3 1 CLIENT_RANC:
11 1 CLIENT_RANDO! Tica
1z 1 1 CLIENT_RANDO!
13 1 13058 0386m CLIENT_RANDO!
1 1 GLIENT_RANDO!
15 1 1:30:56.167999 GLIENT_RANDO!
16 1 GLIENT_RANDO!
17 1 CLIENT_RANDIH end
18 1 CLIENT_RANDOH " _ R
19 1 1aEt0nTTIeTS CLIENT_RAND: 17 de. Calbri <7 A A -% 9
2 1 CLIENT_RANC: 14 327 AT AT AT AT
bt i ClieHT FaND: I vy
2z 1 BAT0nITese CLIENT_RANDOI
23 1 1:3108.29454 CLIENT_RANDOM |
o 1 CLIENT_RANDO!
25 1 CLIENT_RANDO!
% 1 GLIENT_RANDO! & Cut
27 1 GLIENT_RANDO!
28 1 CLIENT_ReANDCH [ copy
® 1 CLIENT_RANDOH

1 " CLIENT_RANDOH
31 1 133M2AIEES  promustorsecrt | CLIEMT_RANDOM 42 [f Pastdl
52 1t CLIENT_RANDOM deeSiobd
33 1 st CLIENT_RANDO! 4
33 1 CLIENT_RANDO! 10352b152
35 1 BAtE570058 CLIENT_RANDO!
3% 1 CLIENT_RANDO! a7 Paste Special...
37 1 GLIENT_RANDOM =
38 1 GLIENT_RANDO!
ES) 1 CLIENT_RANDIH JO Smart Lookup
) 1 CLIENT_RANDIH
41 1 CLIENT_RANDOM
a2 1 ptes CLIENT_RAND Insert..
43 1 tatad ERETT CLIENT_RANC: ic
44 1| 193126357577 CLIENT_RANDO! Delete.
45 1 BateeaTaI2 CLIENT_RANDO! eI
46 1 CLIENT_RANDOM 7
a7 1 CLIENT_RANDO! a Clear Contents
18 1 GLIENT_RANDO!
49 1 tronrasae CLIENT_RANDOM -
SU 1 GLIENT_RANDO! - &% Translate
51 1 tatazdsrans CLIENT_RANDIH
52 1 ta3te 363054 CLIENT_RANDOH o577 z -
53 1 tastiae A CLIENT FiANDH =| Quick Analysis
51 1 LIENT_FiAnDH
55 1 IBATIOT  premustercecrst | CLIEMT_RANDOM 1 Filter >
56 1 11981 IENT_RANDO! =
57 1 PTIEINIIT CLIENT_RANDO! cta3ocdH T
58 1 13140500839 promastercacrat | CLIEMT_RANDOM ac3ac ] Sort >
59 1 CLIENT_RANDO!
2 : e Do ES GetDats from Table/Range...
52 1 tdtda s CLIENT_RANGOM
53 1 tatadszras CLIENT_RANDOH %] New Comment
b4 1 tatas Trstir CLIENT_RANDOH ThSEI2Te 78304d7
b5 1 CLIENT_ RANDOM 375537 158 o 1635151d03c01b3 2o dob 2o 2en 3T AT T2bRE nd2ud o1 052363074 db0AB OS2 AETI2EHASE -
56 7 Mew Note
b/

File Edit Search View Encoding Language Seitings Tools Macro Run Plugins Window
S 3 e @l Dloe|®yl x| BE| FEEHo =@
[ RID-13 Client_Random bt £ \

702292,

£e301d38930 2 242 8 2
2d950a04z 5c2c£02619539

0 £215
25c4E£92E515.

85c2a144el

17375d1e46£1d2862298

Past;

ae2b99b£0d2
Del 9

8£0abT
Selel

Begin/End Select =
aa52c
67e41b3b9lad2e20 2 8afs 2196c1078 Style token

Remove style

Plugin commands.

UPPERCASE

lowercase

cf’
495b729b :2034fcal1b6£0%eced1T
: e Open File

Search on Intemet

a£70c07008 8 63536 46bc Toggle Single Line Comment
o 2 Block Comment
Block Uncomment
2cda72678 e el = 1. 7098553
1c19 3
02927415e4a;
S5c5fb4af135¢c5

73365607dd6c3ada0?2

2bc4299585ca83
d51210b7d4ac2£dc995049E
26 c
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SIolCIRlE  TLS Certificate Import into Wireshark

Save this new text file for importing into Wireshark.

New
Open..

Open Containing Folder
Open in Default Viewer
Open Folder as Workspace...
Reload from Disk

Save

Save As.

Save a Copy

Save All

Rename...

Close

Close Al

Close More

Move to Recycle Bin
Load Session...
Save Session..

Print.

Print Now

1: C:\Program Files\Notepad++\change.log

2: CA\Users\bgidewell\Desktop\TLS Keys

Eel “Launchp:
4: C:\Users\bglidewell\Desktop\cmd2Remotes.sh

5: Gl Doc ot
6:

7

8

9

LaunchPad.html

cal | TASY1604_TAS vmx
: Ci\Users\bglidewell\Documents\000\PY-Launchpad\2-PV-LaunchPad.htmi
C:\Users\bglidewell\Desktop\TASDiscovery.sh
: Silussmshbin\voltePcapParser
10: S:\tmphcoast_99.9.0.2019-09-11.1.t5u2181584871357518249156821 5055588 err.log
Restore Recent Closed File
Open All Recent Files
Empty Recent Files List

Exit

Cirl+N
0
s
Ctrl+R Toave.
Ctrl+S
CtrleAltsS P Deskiop » | 4 || Search Desktop o
Organize v New folder -
CirleShift+5
2 Favorites ~ Name Size Ttem type
CrleW B Desktop [ 43461 png 133KB  PNG File
Ctrls Shift-W i Downloads [ RID-13 Client_Random bt 11KB  TXT File
o 5] Google Drive 1) 434611 WebRTC_TMO_werking.zip B Compressed 214
%] Recent Places (7] Landslide (TAS-99.9.0.2020-02-14.1pv) 3IKB Shortcut 214
|| iCloud Photos & TAS Manager 3KB  Shortcut 214
iCloud Drive =] Akhilesh WebRTC_logs.gz 391KB  GZFile 213
Amazon Drive [ 43461 pcapng 108 KB eshark capture...  2/13
Ctisp @ OneDrive - Glide: [ TLS Keys 2K File 213
7@ OneDrive - Spirer 1, 43804.zip 429KB  Compress 212
7 OneDrive - Perso 1) 43804_hss_sbe_test2 zip 420KB  Compressed 2112
=71 Dropbox 1) 43444 9956-13402 MME Nodal PreCond_Suppl_mo-recyclezip 1191 kB 212
& Repair disc Windows 7 64-bitiso 170,176 KB Image Files 210
4 Libraries [ ts.drawio 5KB draw.io Diagram 21~
H Documents = [ i ] =
(L ETIRID 13 Client Random.ua] -
Save as type: [Alltypes () ‘l;l‘] -]
Crl+Shift+ T
AltsFa

In Wireshark, select [Edit][Preferences] then [protocols], then [TLS], then under (Pre)-master-secret log
filename, browse to your saved text file. (click OK)

M Wireshark . Preferences

M Wireshark . Preferences

4 Appearance | piorocos

Columns | |
Fontand Col (] Display hidden protocol items

Layout 7] Display byte fieds with a space character between bytes
Capture [F] Look for incomplete dissectors
Expert
Fiter Buttons
Name Resolutior
 [Protocols
- 29We:
2dpa
3GPP2
6LOWPAN
80211 Radio
80211 Radiof
%
A-bis OML

7] Enable siricter conversation tracking heuristics

A
ACAP
ACN
ACR122
ACtrace
ADB

ADBCS T
<o v

TCPROS - _
Transport Layer Security
TDMoE Po e

Toer Rsaleystst

DS TLS debug file
TeamSpeak2
TELNET
Teredo

I TETRA

TFP

Thread
Thrift
Tibia

Pre-Shared-ey

(Pre) Master Secret log flename

TIPC
TivoConnect

NS
Token

Tece

TPKT E
TPM20

TPNCP

TRANSUM  ~
<o

[

][ concel ][ hep

TETP (7] Message Authentication Code (MAC), ignore “mac failed”

Browse.

Reassemble TLS records spanning multiple TCP segments

Reassemble TLS Application Data spanning multiple TLS records

TIVE irs\bgiidenel Desktop RID-13, Cent_Random, txt

oK

][ concel ][ e
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You should now be able to view the Encrypted TLS packets.

file Edit View Go Capture Analyze Stafistics Telephony Wireless Tools Help

AmI® BB ReszF i Eaaad
[ T
|Packetetais v|  [Namow & wide Case sensitve | Siring ~| HTTP chunked

Mo Time Source Destination protocol Length _Info
551 45.636237 45.60.11.176 10.71.31.187 HTTP. 630 HTTP/1.1 260 OK (text/html)
556 45.736512 1@.71.31.187 45.60.11.176 HTTP. 1247 GET /svr/signin/v1/init HTTP/1.1 Continuation
662 47.€97248 10.71.31.187 45.60.11.176 HTTP 927 GET /oauth2/vl/auth?client_id=WRCMAV_STGEscope=
606 47.166186 45.60.11.176 10.71.31.187 HTTP 207 HTTP/1.1 382 Found (text/html)
610 47.266492 16.71.31.187 45.60.11.176 HTTP 1167 GET /signin/v2/?client_id=WRCMAV_STG&scope=assod
615 47.337677 45.60.11.176 10.71.31.187 HTTP 639 HTTP/1.1 268 OK (text/html)
621 47.437514 18.71.31.187 45.60.11.176 HTTP. 1247 GET /svr/signin/v1/init HTTP/1.1 Continuation
666 48.805240 10.71.31.187 45.60.11.176 HTTP 927 GET /oauth2/vl/auth?client_id=WRCMAV_STGEscope=
671 45.571631 45.60.11.176 10.71.31.187 HTTP 207 HTTP/1.1 362 Found (text/html)
674 48.971502 10.71.31.187 45.60.11.176 HTTP 1167 GET /signin/v2/2client_id=WRCMAV_STG&scope=assod
678 49.040891 45.60.11.176 10.71.31.187 HTTR. 639 HTTP/1.1 200 OK (text/html)

1 1e.71.31.] 45,60.11,176 HITP. 1247 GET /svr/sienin/vi/init HITP/1.1 Continuation |
.
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